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1. (a) An audio and video clipping of a head of the state is going viral, wherein it is 
clearly seen that the state is involved in serious public disturbance for the benifit of a 
political party.                    
(i) What sections of the law are to be used to set the law into motion? (5 marks)                            
(ii) How to collect the admissable clipping? Do's and Don't's. (5 marks)                                               
(iii) What is the method and process of authenticating the audio video clipping for 
producing it in the Court of Law?           (5 marks) 
 
 



 
 
1. (b) An image depicting a girl in obscene condition on Instagram has been uploaded.                                                       
 

(i) What is the method to get the image/profile removed?   (5 marks) 
(ii) If a case is to be registered against the crime, what is the method to give such 

complaint? and where?       (5 marks)  
(iii) How to preserve the evidence for forensic examination?   (5 marks) 

 
 
 
2. (a) Explain the concept of cloud computing and discuss the security challenges 
associated with it.           (10 marks) 
 
2.(b) A company’s cloud database is compromised by ransomware. Discuss how cloud 
forensics techniques can help identify the attacker, recover the data and prevent future 
incidents.           (10 marks) 
 
 
 
3. (a) Discuss various types of cybercrimes against individuals and organizations with 
suitable examples.          (10 marks) 
 
3. (b) A coordinated cyberattack is suspected to have been executed using multiple SIM 
cards and VoIP accounts. Design a step-by-step methodology combining mobile, 
network and VoIP forensics to identify the perpetrators and their communication 
channels.           (10 marks) 
 
 


